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Agenda and Overview

“Control System Design for Grid Isolation” 

1. Discussion of Grid Isolation, Grid Security

2. Control System Impact points for the Energy Supply Chain

3. Control System Design Considerations

4. Summary / Q&A
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Grid Isolation for Grid Security

1. The Smart Grid involves intelligent implementation, operation, segmentation, 

and integration of distributed electrical assets, systems, devices, and platforms

2. By their very nature, distributed generation assets ςƭƛƪŜ /ItΩǎ - must operate 

at higher levels of reliability and interoperability than in the past

3. tǊƛƳŀǊȅ ŀǎǇŜŎǘǎ ƻŦ άDǊƛŘ Lǎƻƭŀǘƛƻƴέ ŦƻǊ ŀǎǎŜǘ ǊŜƭƛŀōƛƭƛǘȅ

4 Segmenting the “Line” or asset for fault isolation

4 Segmenting Control / Information Systems for reliability, connectivity, security

Both involve extensive connectivity and communications requirements

4. ¢ƻŘŀȅΩǎ ŘƛǎŎǳǎǎƛƻƴ ǿƛƭƭ ŦƻŎǳǎ ƻƴ ǘƘŜ ŘŜǎƛƎƴ ŀƴŘ ǎŜŎǳǊƛǘȅ ŎƻƴǎƛŘŜǊŀǘƛƻƴǎ 

associated with the design and implementation of Control Systems for Grid 

Isolation
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Evolution of Owner Needs from CHP and related Control Systems

1. Vast majority of early CHP implementations were initially developed for single-

point (or single stakeholder) consumption purposes

4 Limited or no external connectivity or interdependencies

4 Most were used for internal supplemental or peak capacity or for reducing costs / 

increasing efficiency 

2. Interests and requirements are changing as the Smart Grid evolves

4 More recent developments often involve larger district energy or other more widely 

distributed generation

4 Many are commercial interests (For profit) 

4 Distributed assets are becoming more integral to Grid Security, and therefore will be 

relied upon to operate reliably and efficiently

4 Significant requirements for connectivity & communications to other systems, both 

internal and external



The Power Supply Chain – Connectivity 
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Evolution of Owner Needs from CHP and related Control Systems

1. Owners now often have far more extensive requirements:

4 Higher reliability, redundancy, and security requirements more in line with 

traditional generation and transmission assets

4 Increased need to accurately measure and report electricity, water, steam, 

and gas consumption in order to accurately bill internal or external tenants 

/ customers

4 Extensive metering / sub-metering needs  

4 Increased need to interface to external sources and systems 

to forecast demand and consumption

4 Information Interconnectivity to the Grid to sell power (and other utilities)

4 Connectivity to their business systems and networks for accounting, billing, 

forecasting purposes 



No. 1 Threat to System Availability

* Lawrence Berkeley National Labs identified controls and control systems as the number 1 cause of HVAC systems 

problems as cited by the National Building Controls Information Program in a study called ñBuilding Energy Use and 

Control Problems: Defining the Connectionò revised May, 2002

What is the No. 1 
cause ofdowntimein 

facilities today?Control Systems*
Potential No.1 threat to 

system operation.
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ά{ƻΣ ǘƘƛǎ ƳŜŀƴǎΧΦǿƘŀǘΚέ

1. No time to panic. Be Practical in your approach, but recognize:

4 Control and Information Systems have become an even more critical component to 

the successful, secure, efficient operation of energy assets

4 Increases in system requirements (operational, performance, connectivity) means 

there will be a proportional increase in vulnerabilities  (reliability and security)

4 Develop a well-thought out design plan that balances near term project 

requirements with longer term needs and goals:

4 System Architectures

4 Manufacturers & Platforms

4 Communications

4 Security

4 Safety



Control System Design & Selection Considerations



Common Energy Mgt / Control System Application Architectures

Areas requiring 

additional design effort, 

scrutiny, cost



Common Energy Mgt / Control System Application Architectures
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Design Guidelines

1. For Reliability

4 Architectures should include redundancy for network, communications, and control

4 Leverage proven technologies from major manufacturers

4 Carefully weigh the reliability and performance of industrial-grade control platforms 

and instrumentation vs. commercial-grade

2.   For System Efficiency

4 New applications – built upon proven, existing platforms – that provide significant 

features and value for managing and maintaining system efficiency

4 Ensure that there is sufficient metering infrastructure in place to measure plant and 

facility operations to their “lowest” level

4 Access to system information is key – “Collect, Measure, and Act”
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Design Guidelines

3.   For System Operational Management

4 For designers, ensure that it is designed with the owners’ ability and bandwidth to use and 

maintain the system

4 For owners, know that there is more involved with the ownership and maintenance of 

control and associated information systems than in the past. Plan and budget for it

4.   For Security

4 Must be a priority. Far more extensive needs and focus required than in the past

4 NISTIR 7628 –άDǳƛŘŜƭƛƴŜǎ ŦƻǊ {ƳŀǊǘ DǊƛŘ /ȅōŜǊ {ŜŎǳǊƛǘȅέ

4 NIST 800-82 –άDǳƛŘŜ ǘƻ LƴŘǳǎǘǊƛŀƭ /ƻƴǘǊƻƭ {ȅǎǘŜƳǎ {ŜŎǳǊƛǘȅέ

4 NIST 800-52R3 – “wŜŎƻƳƳŜƴŘŜŘ {ŜŎǳǊƛǘȅ /ƻƴǘǊƻƭǎ ŦƻǊ CŜŘŜǊŀƭ LƴŦƻǊƳŀǘƛƻƴ {ȅǎǘŜƳǎ ŀƴŘ hǊƎŀƴƛȊŀǘƛƻƴǎέ 

4 Focus on network segmentation, minimize interconnectivity to “other” non-control 

networks. Carefully evaluate and select control system components

4 Limit or eliminate “remote access” (if you don’t really need it, don’t deploy it)
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Summary Recommendations

1. Control and associated information systems are the heart of distributed generation 

asset reliability and security

2. Control Systems are no longer the place to cut budget 

3. Designs must equally consider reliability, security, and efficiency

4. Use proven industrial technologies from companies with a long, stable history of 

ongoing support, maintenance, and continued development and improvement of the 

technology platform



20+ years improving efficiency and reliability through the 

unique delivery of proven technologies & services in Energy 
Management and Optimization

Within the last 12 months, over $30MM Energy 

generation, management, optimization, and measurement 

projects across a wide range of clientele.

Green
ά9ƴŜǊƎȅ 

aŀƴŀƎŜƳŜƴǘέ

Efficiency

ά{ǳǎǘŀƛƴŀōƛƭƛǘȅέ

9ǾŜǊȅƻƴŜΩǎ ǘŀƭƪƛƴƎ ŀōƻǳǘ ƛǘΦ 
²ŜΩǾŜ ōŜŜƴ ŘƻƛƴƎ ǎƻƳŜǘƘƛƴƎ 
about it. 
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